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ABOUT THIS GUIDE
CHAPTER 1 INTRODUCTION

Introduction

About this Guide

This Installation and Administration Guide is intended for Distributors and Resellers who are installing and
configuring MiVoice Business software on an Industry Standard Server (ISS), or as a software blade on
a Virtual Appliance created with VMware.

Mitel introduced separate brands for its range of hardware and software-only solutions for the IP commu-
nications market. MiVoice Business is the brand name of the call-processing software that runs on hard-
ware platforms such as the 3300 ICP and industry standard servers. The 3300 ICP name continues as
the brand for Mitel hardware platforms that run MiVoice Business.

This guide describes the installation, administration, maintenance, and troubleshooting procedures of the
MiVoice Business software:

e on an ISS or Microsoft Hyper-V on the Mitel Standard Linux (MSL) platform

e as a virtual application (vApp) deployed on a vCenter Server

NOTE: This guide does not describe the setup and operation of the VCenter Server with the vSphere
Client. Refer to the VMware documentation for details.

What’s New in this Release?

MiVoice Business Release 9.2

» MiVoice Business Virtual is now supported on vSphere 5.5, 6.0, 6.5, 6.7, and 7.0.

MiVoice Business Release 9.0 SP1

» MiVoice Business Virtual is now supported on vSphere 5.5, 6.0, 6.5, and 6.7.

MiVoice Business Release 9.0

» This release supports a single IP address for both MiVoice Business system and Mitel Standard Linux
(MSL) instead of separate IP addresses.

e This release supports MSL 11.0.

» The user interface of Application Management Center (AMC) Licensing is modified in this release.

 If you are upgrading from MCD 6.0 SP3 or later, run the pre-migration audit for the MiVoice Business
system to ensure your database is compatible with MiVoice Business Release 9.0 or later. An attempt
to restore an incompatible database in MiVoice Business Release 9.0 will result in a default database.
For more information, see the MiVoice Business Migration Guidelines document.
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MiVoice Business Release 8.0

» MiVoice Business requires MSL 10.4 (64-bit version of the MSL operating system). The 32-bit version
of MSL is no longer supported. Users on a 32-bit MSL platform must upgrade their MSL platform to
MSL 10.4 to install MiVoice Business 8.0.

» MiVoice Business is no longer supported on Red Hat Enterprise Linux (RHEL) on Stratus ftServer.
Users must migrate their system to a supported platform (ISS or Microsoft Hyper-V on MSL, or soft-
ware blade on a Virtual Appliance) to install MiVoice Business release 8.0. Note that Stratus hardware
supports VMware ESXi. Users can install ESXi on existing Stratus hardware and deploy MiVoice Busi-
ness as a software blade on a vApp.

» MiVoice Business release 8.0 is now supported on any qualified MSL server. Please refer to the Mitel
Standard Linux Qualified Hardware List for a list of supported servers.

MiVoice Business Release 7.2

* MiVoice Business Virtual is now supported on MSL 10.3.

» During deployment of the virtual appliance, customized properties for the OVF need to be entered into
the Deploy OVF Template Properties window. This is essentially a wizard that will configure the virtual
appliance and MSL. If any of the information entered is incorrect or incomplete, it will be necessary to
re-start the deployment procedure, or the deployment configuration will not be as expected.

MiVoice Business Release 7.1

* Red Hat Enterprise Linux (RHEL) version 6.3 and 5.4 can run on any supported Stratus ® ftServer
system.

MiVoice Business Release 7.0 SP1

« The MiVoice Business software can now be installed within a Hyper-V environment.

MiVoice Business Release 7.0

» The Mitel Communications Director (MCD) product name has been changed to MiVoice Business, for
Release 7.0 and up.

« vMCD is now referred to asMiVoice Business Virtual.
» MiVoice Business Virtual is now supported on vSphere 5.0, 5.1 and 5.5.

 The EMEM (Embedded Mitel Express Manager) prompts are now part of the MiVoice Business Blade
and no longer need to be separately installed on an Industry Standard Server.

« The Small business configuration for the OVF Template deployment supports 250 users.

+ Engineering Guide now documents resource dimensions that can be applied manually to theMiVoice
Business Virtual that allows for up to 5000 users.

MCD Release 6.0 SP2

MSL 10.0 is supported effective Release 6.0 SP2.
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MCD Release 6.0 SP1

» Effective Release 6.0 SP1, MCD for ISS on RHEL can be installed on the Stratus ftServer 2700 hard-
ware server.

 Embedded Voice Mail Application prompts are installed automatically with the MCD-ISS software on
RHEL.

» Support for the Stratus fault tolerant hardware platforms to be a Designated License Manager (DLM).

MCD Release 6.0

 For MCD-ISS:

- Integrated MCD/MSL Backup. During an MSL backup, the MCD is also backed up, and bundled into
the MSL backup file.

— The number of IP addresses is reduced to one for MSL and one for MCD-ISS. The reduction of IP
address usage does not apply to MCD on the Stratus server.

— When upgrading to Release 6.0, the Automatic Local Network Addition in the MSL Local Network
Panels is configured according to the RFC 1918.

— Embedded Voice Mail Application prompts are included in MCD-ISS ISO as a blade.

— Secure Shell Settings are disabled when configuring Remote Access in MSL due to security
reasons.

e For vMCD:
— The introduction of support for Medium business configuration during the OVF Template deployment

About MiVoice Business for ISS

MiVoice Business for ISS is an application package installed and delivered on a server offering PBX func-
tionality. MiVoice Business for ISS is based on the 3300 ICP software, utilizing only its call control
aspects. Essentially, MiVoice Business for ISS treats voice as an application independent of any hard-
ware.

MiVoice Business for ISS has the following characteristics:

» a call-control only application, with no TDM or analog interfaces

» |P addressing provisioned during Linux installation

» Layer 2 switching and VLAN tagging performed by an external Layer 2 switch

» Media Server functionality such as conferencing, music on hold, and group paging provisioned as a
software solution

Linux Operating System

The MiVoice Business for ISS is available for installation on the Mitel Standard Linux (MSL) operating
system.

Mitel Standard Linux (MSL) is a 64-bit operating system and server solution that provides a base for a
suite of managed services and applications. MSL can be installed on a variety of hardware server plat-
forms. To protect data integrity, MSL can be configured to support disk mirroring (RAID 1).
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When it is installed on MSL, MiVoice Business for ISS contains a software application blade that offers
PBX functionality independent of any specialized hardware.

About the MiVoice Business Virtual Appliance

VMware supports a software solution optimized for the cloud OS, known as a Virtual Appliance (VApp). A
vApp is a logical entity composed of one or more virtual machines, which can be managed as a unit. The
vApp specifies and encapsulates components of an application (such as MiVoice Business) as well as
the operational policies and service levels associated with it. The vApp gives application owners (such as
Mitel) a standard way to describe operational policies for an application, which the cloud OS can consis-
tently interpret and run. The vApp is a broad category of virtual applications that are built by independent
software vendors (ISVs), system integrators, value-added resellers, and on-site IT administrators.

The Open Virtualization Format (OVF) is a standard used for packaging and distributing virtual appliances
or, more generally, software to be run in virtual machines. It is employed to represent a single virtual
machine or combination of multiple virtual machines. Note that OVF files are recognized by their .ova file
extension, which is a tar archive file with the OVF directory inside. The MiVoice Business is a virtual appli-
cation (vApp) which is deployed through vCenter Server with the vSphere Client. The MiVoice Business
vApp runs on vSphere 5.1, 5.5, 6.0, 6.5, 6.7, or 7.0.

The MiVoice Business vApp contains the following software/components:

* MiVoice Business for ISS. Please refer to the MiVoice Business Virtual Release Notes to confirm the
proper Release version currently supported.

» Mitel Standard Linux (MSL), the base operating system on which all other applications reside.
* VMware tools used to manage the MiVoice Business Virtual
« Embedded Voice Mail Application prompts

MiVoice Business Virtual is based on the 3300 ICP software, utilizing only its call control aspects, essen-
tially treating voice as an application independent of any hardware.

MiVoice Business Virtual has the following characteristics:

* a hardware-independent, call-control only application

» aVvApp that encapsulates both MSL and MiVoice Business which is deployed using the vSphere Web
or Desktop Client. The vSphere Client can be used to deploy MiVoice Business Virtual directly onto
the ESX/ESXi server or through the vCenter Server.

» Layer 2 switching and VLAN tagging performed by a Layer 2 switch external to MiVoice Business
Virtual

* includes Media Server functionality such as conferencing, music on hold, and group paging

About the Documentation Set

To access the documentation pages, go to https://www.mitel.com/document-center/busi-
ness-phone-systems/mivoice-business/mivoice-business.
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Accessing Mitel Documentation

Mitel Product Documentation

To access the product documentation:
1. Go to https://www.mitel.com/
Click SUPPORT.

2
3. Under Customer Support, click Technical Documentation.
4. Click BUSINESS PHONE SYSTEMS > MIVOICE BUSINESS.

Product Bulletins

To access Mitel Product Bulletins:
1. Log on to MIACCESS Portal.
In the left pane, click InfoChannel.

2
3. In the InfoChannel list, select Mitel-Worldwide.
4

In the left pane, click Product Bulletins & Announcements.

Mitel Knowledge Base Articles

To access Mitel Knowledge Base Article:
1. Log on to MIACCESS Portal.
2. In the left pane, click Knowledge Management System.

Applications Management Center (AMC) Licensing

The Mitel Applications Management Center (AMC) is a web-based service that provides licensing, moni-
toring, management, and a variety of other services for installations of software applications.

About AMC Licensing

The AMC allows licensing keys to be automatically created at all times (24 hours a day, 7 days a week)
through remote license keys generation.

The AMC is also the procurement and provisioning interface for AMC-delivered products and services.
As a reseller of Mitel products, you receive a unique licensing account on the AMC. By logging in to the
AMC with the username and password you are given when you obtain your account, you can view a list
of your AMC-enabled products, check their status, and add services to any of them.

When you place a new order for products with the Mitel Customer Care Center, the order information is
entered into the AMC system. The AMC places the purchased licenses into your licensing account for use
in creating an application record. After you install MiVoice Business application, you must create the appli-
cation record from the AMC.

1. Log on to the AMC.

2. From the Quick Navigation grid of the My Dashboard page, click Register a License. The Search
Criteria page is displayed.
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3. In the Customer name field, enter the customer name you want to search, and click Search.

The search results for the customer are displayed.

4. In the Search Results area, click the List App Records icon for the customer. The Create Applica-
tion Record page is displayed.

5. In the Application RecordDescription field, enter a description for the application record ID.

6. Click Submit and then click Commit. A new page is displayed with the application record ID at the
top of the page. Make a note of the application record ID.

7. Onthe Home tab, in the Quick Navigation grid, click the Register a Licenseoption. The Order Prod-
ucts page is displayed.

8. In the Reference field, type the application record ID you created in step 6.
9. Expand MiVoice Business Products.

10. Enter the required number of licenses in the Quantity field for the MiVoice Business product you
require.

11. Scroll down to the bottom of the page, and click Next. The Order Confirmation page is displayed.
12. Click Confirm. The order fulfillment page is displayed. This may take a few minutes.

13. On the Home tab, in the Quick Navigation grid, click the Assign a Licenseoption. The Search
Criteria page is displayed.

14. Under Application Record Criteria, in the Identification field, enter the application record ID, and
click Search.

15. From Search Results, click List App Records icon next to the Customer ID. The Applications
Records window is displayed.

16. Click Assign icon in the Actions column. The Assign — License Bank page is displayed.
17. In the PO # field, enter the application record ID and then click Search.

18. Enter the quantity in the Assign field and click Assign to confirm

19. Click Order Details icon. The Assignment Confirmation Transaction report is displayed.

20. Click Done.

Both the MiVoice Business for ISS application and MiVoice Business Virtual use the AMC to obtain
licensing information, which is required for installing main base software, for installing upgrade software
(language packs excluded), and for installing system option upgrade software (language packs
excluded). To complete the installation from the AMC, you must install the operating system and register
it with the AMC online, and then install and upgrade MiVoice Business for ISS/ MiVoice Business Virtual
and all purchased options.

MiVoice Business Virtual also synchronizes its licenses periodically with the AMC. A failure to synchro-
nize with the AMC within a timely period may results in having the MiVoice Business application enter into
license violation. When working off-line where connectivity to the AMC is restricted, itis recommended to
use a Designated License Manager (DLM) as a replacement for the AMC. Although MiVoice Business
Virtual can share its licenses with the DLM (or be a DLM) it needs access to the AMC. Connectivity to the
AMC is required for any virtual appliance. The recommended license configurations are described in
MiVoice Business Virtual Licensing.
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For additional information about the Mitel Applications Management Center (AMC), refer to the AMC Web
site and the AMC online Help ( https://extstg.mitel-amc.com).

MiVoice Business for ISS Licensing

MiVoice Business for ISS is delivered in a software only format for field installation on industry standard

platforms. The software can be obtained through:

* Download from the AMC — The MiVoice Business blade can be downloaded from the AMC through
the regular MSL software blade download mechanism.

» Download from Mitel OnLine Software — The MiVoice Business ISO image can be downloaded from
Mitel OnLine, burned to a CD-ROM or stored on a network drive. The software can then be installed
from either location onto the server.

When the installation of the MSL operating system software is complete, the system generates a unique
Hardware ID that includes the MAC address of the server. When you connect to the AMC over the
Internet, the system uses the Hardware ID and the Application Record ID to communicate with the AMC
to obtain licensing information.

MiVoice Business Virtual Licensing

MiVoice Business Virtual is delivered in a software only format for field installation on a VMware server
running vSphere 5.1, 5.5, 6.0, 6.5, 6.7, or 7.0 as specified in the MiVoice Business for Industry Standard
Servers (ISS) and MiVoice Business Virtual Engineering Guidelines. The software can be obtained by
downloading the OVF (.ova) file from Mitel OnLine and then importing the file onto the server.

MiVoice Business Virtual supports three distinct mechanisms to activate, update, and synchronize
licenses with a license server:

» Direct online connectivity with the AMC

* Online connectivity with the AMC through an enterprise firewall

» Use of a Designated License Manager (DLM) as the license server, but with AMC connectivity in place

MiVoice Business Virtual in Hyper-V

Installing Mitel virtual applications in Hyper-V is very similar to installing on a physical server. For Hyper-V
installations, you use the same MSL and application ISO images as for installing during the physical
procedures, but you must still purchase the virtual version of the license for the Mitel products.
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Direct online connectivity with the AMC

The following figure illustrates how the Mitel Virtual Appliance interacts with the AMC to activate and

synchronize licenses.

—_—

Mitel AMC Y

enterprise
environment

Mitel Virtual
Appliance

Mitel Virtual
Appliance

o2 Internet iy

Mitel Virtual
Appliance

Mitel Virtual
Appliance

License Activation/Deactivation
License Resync.
License Update

Since there is no firewall filtering network traffic between the Mitel AMC and Mitel Virtual Appliances,
licensing can be done online without restrictions. License requests and responses can flow through the
Internet without any blockage. One of the main disadvantage of this configuration is the security exposure

to the hostile Internet environment.
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Online connectivity with the AMC through an enterprise firewall

The following figure illustrates the network connection between the Mitel AMC and Mitel Virtual Appli-
ances with a firewall provisioned to allow Mitel licensing traffic.

Mitel AMC

Internet

Firewall

Mitel Virtual
Appliance

Mitel Virtual
Appliance

Mitel Virtual
Appliance

Mitel Virtual
Appliance

>

License Activation/Deactivation
License Resync.
License Update

Mitel online licensing requires at least one of the TCP ports 22, 8222, or 80 be opened to allow online
licensing network traffic (SSH2) to flow through. The firewall is acting as a licensing proxy server and is
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configured in the Server Manager status panel when MiVoice Business Virtual is initially licensed as illus-

trated below:

e
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Use of a Designated License Manager (DLM) as the license server

This configuration requires that MiVoice Business Virtual be configured as member of an Application
Group and share its licenses with the Designated License Manager (DLM), as illustrated in the figure
below. Although MiVoice Business Virtual can share its licenses with the DLM (or be a DLM), it needs

10
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access to the AMC. Refer to the MiVoice Business System Administration Tool Help for a description of
how to configure MiVoice Business Virtual as a member of the Application Group using a DLM.

AMC

3300ICP \
License Manager

Designated Providing a Local
License Manager License Service Application

= Group

3300/CP

Mitel Application
Server

MWitel Application
Server

Requesting a New AMC Account

To request an AMC account, send an e-mail containing the following information to amc_ac-
counts@mitel.com:

« Name of your certified Technician

e Full company name

e Company mailing address

* Phone 1/Phone2

* Fax number

« Admin e-mail (address of the person who should receive notification of service expiry dates)

11
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Tech e-mail (address of the person who should receive notification of update releases and other tech-
nical notices)

Company URL (if any)
Your Mitel SAP account number

Specify if you would like your user ID and password delivered to you by fax, phone, or both (for security
reasons user IDs and passwords are not sent by e-mail).

NOTE: Please allow two business days for your AMC account to be created.

Accessing your Account

To access your account for the first time:

1.

2
3.
4

Go to the Mitel web site (http://www.mitel.com) and log in using your Mitel MiAccess account.
Click Tools.

In the License Management area, click License Server AMC.

Select your account from the drop-down list. Sign in with your unique AMC ID and password to estab-
lish your single sign-on. On subsequent visits, you access your AMC account directly after signing in
to Mitel MiAccess.

For information about using the AMC, click the online Help link in your AMC account.

12
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MiVoice Business for ISS Software Installa-
tion

Installing MiVoice Business for ISS or Hyper-V on Mitel
Standard Linux

The following procedure describes how to install MiVoice Business software on a Mitel Standard Linux
(MSL) platform.

Before you Begin

* Anindustry standard server platform or Hyper-V virtual machine must be installed with the MSL oper-
ating system .
CAUTION: Ensure that the 64-bit version of MSL is installed as the operating system.

* Hyper-V is supported when installed in the standalone product—Hyper-V Server 2012 R2—and when
installed as a role in Windows Server 2012 R2. Older versions of Hyper-V are not supported, and
versions of MiVoice Business older than 7.0 are not supported on Hyper-V.

« Browser requirements
- Internet Explorer (IE) 11 with the latest Service Pack
— Mozilla Firefox 36.0.4 or later
— Google Chrome 59 or later
— Microsoft Edge 38 or later

» Internet access must be available to allow licensing from the Applications Management Center (AMC).

» If you are changing the hardware or re-formatting the hard-drive, you must clear the Hardware ID as
part of the AMC licensing process.

NOTE: Installations on Hyper-V must use a virtual version of a MiVoice Business base-kit.
» Access to the following network resources must be available:
— Domain Name System (DNS) server
— Default Gateway
— Network Time Protocol (NTP) server

* An IP address that will be used for both MSL and the MiVoice Business system.

A monitor and keyboard must be attached to the server on which you are installing the software and
applications.

» For Hyper-V, refer to the virtual machine settings as described in the in the Virtual Appliance Deploy-
ment Solutions Guide.

e The ISO images must be downloaded and burned to a CD, or installed from the AMC. Install the soft-
ware blade using the MSL Server Manager as described in /nstall the MiVoice Business for ISS Soft-
ware .

* You must have correct versions of the software and applications. Log into https://miaccess.mitel.com/
, in the left pane, click Software Download Center
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Collect Site Information

The following table lists the information you need during installation and configuration. For efficient instal-
lation, it is recommended that you gather this information beforehand.

Item Notes

Administrator Password For password strength, choose a password that
contains a combination of upper and lower case
letters, numbers, and punctuation characters,
and that is not a dictionary word.

Domain Name of MSL Server Names must start with a letter; can contain
letters, numbers, and hyphens.

System Name of MSL Server

IP Address of your external NIC The IP address of your external Ethernet
connection.

IP Address for MiVoice Business for ISS blade The same IP address used for the MiVoice

and MSL Business for ISS system and MSL.

Application Record ID The number generated when you purchase the

MiVoice Business product from AMC.

Install the MiVoice Business for ISS Software

The MiVoice Business for ISS software blade is installed from the blade panel in the MSL Server

Manager. Installing and activating the MiVoice Business for ISS software blade consists of the following
steps:

» Logging in to the MSL Server Manager

» Loading the software onto the MSL Server from the MiVoice Business for ISS CD, or download it from
the AMC and then accessing the blade panel in the MSL Server Manager to install the MiVoice Busi-
ness for ISS software blade.

To install the MiVoice Business-ISS software on MSL.:
1. OPTIONAL.: If installing from a CD, then place the CD in the optical drive.

2. Login into the Server Manager using a supported browser with the user name ' admin' and the pass-
word you gave when configuring the MSL server. The Server Manager is accessed by entering the
following URL.:

<IP address of the MSL Server>/server-manager
3. Click on Status, located in the left-side panel under the ServiceLink heading.

4. Enter your ARID.
5. Scroll to the bottom of the page and click on Sync.

It may take a few minutes for the synchronization to complete.
6. Click on Blades, located in the left-side panel under the ServiceLink heading.

14



LAUNCH THE MIVOICE BUSINESS SYSTEM ADMINISTRATION TOOL
CHAPTER 2 MIVOICE BUSINESS FOR ISS SOFTWARE INSTALLATION

7. Click Update List to ensure an up-to-date listing of software blades.
8. Click the Install link, located beside the MiVoice Business for ISS blade name.

It may take a few minutes for the software to install.

9. When the installation is complete, click on Mitel Communications Director, located in the left-side
panel under the Applications heading.

10. On the next screen click Modify.

11. If the MSL IP address falls under one of the RFC 1918 private local networks, the corre-sponding
network is added in Local Networks. For example, if the MSL IP address is 10.45.102.222, then in the
Local Networks you will see 10.0.0.0.

Click Networks, located in the left-side panel under the Configuration heading.

In the right-side main window, click Add Network.

In the Network Address field, enter the IP address of the network to designate as “local”.
In the Subnet Mask field, enter the mask to apply to the Network Address.

In the Router field, enter the IP address of the router you will use to access the newly-added
network.

f. Click Add.
12. Click Save.

© a0 T

13. Test the installation:

a. log into the MiVoice Business for ISS System Administration Tool (ESM)
b. navigate to the License and Options (LOS) form
c. check that the license information is properly displayed

Launch the MiVoice Business System Administration Tool

The MiVoice Business System Administration Tool provides a web-based interface that trained techni-
cians use to perform the following functions:

» system configuration

» system administration

« maintenance and diagnostics

e accessing programming and configuration forms

To launch the MiVoice Business System Administration Tool:
1. Browse to the System IP address for the MiVoice Business for ISS blade using the supported browser.

NOTE: This is the IP address you entered in step 11 of Install the MiVoice Business for ISS Software
above, and gives you access to the MiVoice Business Embedded System Manager (ESM).

2. Enter the username ' system' and the password ' password'.

NOTE: If logging in for the first time, you will be prompted to enter a new password. Do not forget this
new password!

3. Click on System Administration Tool.

For more information about the MiVoice Business System Administration Tool, see the MiVoice Business
System Administration Tool Help.

15



CHAPTER 3

INSTALLATION OVERVIEW
MIVOICE BUSINESS VIRTUAL SOFTWARE INSTALLATION

MiVoice Business Virtual Software Installa-

tion

Installation Overview

MiVoice Business Virtual is installed using the vSphere Web Client connected to the vCenter Server.

NOTE:

1. VMware recommends using the vSphere Web Client, instead of the vSphere desktop client connected
directly to the ESX/ESXi server. The vSphere Web Client provides additional feature functionality not
found with the vSphere desktop client.

2. If using the vSphere desktop client, consult the VMware Compatibility Guide
(http://www.vmware.com/resources/compatibility/) for a list of servers that are approved for use with
product releases 5.1, 5.5, 6.0, 6.5, 6.7, and 7.0.

Collect Site Requirements

The following table lists the information you need during installation and configuration. For efficient instal-
lation, it is recommended that you gather this information beforehand.

Item

Notes

Administrator Password

For password strength, choose a password that contains a mix
of upper and lower case letters, numbers, and punctuation
characters, and that is not a dictionary word.

Domain Name of MSL Server

System Name of MSL Server

Names must start with a letter; can contain letters, numbers, and
hyphens.

IP Address

The same IP address used for MSL Server and MiVoice
Business Virtual.

Subnet mask

An appropriate subnet mask for the MSL Server IP address.

Gateway IP address

The IP address of the router.

ARID

The number generated when you purchase the MiVoice
Business product from AMC.

vSphere Web Client

The vSphere Web Client is used to deploy MiVoice Business
Virtual. The vSphere Web Client acts as a console to operate
virtual machines, and as an administration interface into the
vCenter Server. Refer to the VMware website for detailed
configuration information and additional documentation.
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Item Notes
vCenter Server(s) installed on A service that acts as a central administrator for vSphere Web
the network Client, and ESX/ESXi hosts connected on a network. This

service directs action on the virtual machine and the hosts. The
vCenter Server is the working core of vSphere. Refer to the
VMware website for detailed installation procedures and
additional documentation.

ESX/ESXi 5.1, 5.5, 6.0, 6.5, 6.7, Use the latest software version as specified in the MiVoice
or 7.0 installed on the server Business for Industry Standard Servers (ISS)and MiVoice
Business Virtual Engineering Guidelines.

Requirements

MiVoice Business Virtual must be installed on servers as specified in the MiVoice Business for Industry
Standard Servers (ISS) and MiVoice Business Virtual Engineering Guidelines.

The minimum software release installed on the server must be as specified in the MiVoice Business for
Industry Standard Servers (ISS) and MiVoice Business Virtual Engineering Guidelines.

nstalling the MiVoice Business Virtual Software

Installing and activating MiVoice Business Virtual software consists of the following steps:

Logging in to the vCenter Server using the vSphere Web Client.
Deploying MiVoice Business Virtual as a virtual machine and virtual application operating on VMware
vSphere 5.1, 5.5, 6.0, 6.5, 6.7, or 7.0.

Powering up the Virtual Machine.

Before you Begin

VMware ESX/ESXi release 5.1, 5.5, 6.0, 6.5 or 6.7 must be installed on an Intel based server with a
minimum Xeon 55xx Series @ 2Ghz or better (supporting Core i7/Intel Nehalem architecture), with
hyper-threading enabled. If you are using a Stratus ftServer, ESXi 4.0 is supported.

vCenter Server must be deployed on the network. Refer to the VMware website for detailed installation
procedures and additional documentation.

vSphere Web Client must be connected to the vCenter Server.

(Optional) vSphere Client must be installed on a Windows workstation. Refer to the VMware website
for detailed installation procedures and additional documentation.

Internet access must be available to allow licensing from the Applications Management Center (AMC).
A DNS server must be available and reachable from the platform.
An IP address must be available that is used for MSL and the MiVoice Business Virtual.
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* MiVoice Business Virtual software is contained in an Open Virtualization Alternative (OVA) format
archived file. This archive OVA file contains the OVF 1.0 descriptor and VMDK file.

» The versions of the software and applications must be correct. Go to Mitel Online at
https://www.ebiz.mitel.com. Point to Support, Technical Support, then click Software Downloads.

 If you are cloning the MiVoice Business virtual machine, or transferring the virtual machine to a
different server you may need to clear the Hardware ID (part of the AMC process).

Install the MiVoice Business Virtual Software

Installing the MiVoice Business Virtual software involves deploying the OVA file, configuring the MSL
server, and configuring the MiVoice Business for ISS software blade.

When deploying the MiVoice Business virtual appliance, you need to complete an OVF Template Prop-
erties sheet. It is extremely important to note the following when deploying the MiVoice Business
virtual appliance:

1. If any value specified in Collect Site Requirements table is missing, the wizard will finish but the virtual
appliance may not boot. A corresponding error message appears, and you must restart the OVF
deployment.

2. If any of the Collect Site Requirements table values are invalid, the Mitel Virtual Frame-work (MVF)
blade uses the default values for the MSL console. It is necessary to set the parameters using the
MSL Console configuration procedure described below.

Configuring Virtual Machine console

1. Create a Virtual Machine using an Open Virtualization Archive (OVA) file.
NOTE: The OVA file must be downloaded from Mitel site.
Log on to VMware vSphere Web Client.

Deploy the OVA file.

Click the instance created, and then click Launch Remote Console.

o > 0 BN

In the VMWare Remote Console, enter the Application Record ID (ARID) and press Next.

You may also enter the ARID from the Status page on the Server Manager, at a later time.

NOTE: If ARID is not available, skip this step. For information on creating an ARID, see About AMC
Licensing.
6. Enter the MSL server user name and password, and press the ENTER key.

The Server Console screen displays a list of server-related functions.
7. Select Configure this server and press the Enter key.

8. Enter the domain name, and then press Enter.
9. Enter a system name, and then press Enter.

10. Enter an available IP address that is used for MSL server and MiVoice Business Virtual, and then
press Enter.

11. Enter the IP address for the subnet mask, and then press Enter. A dialog box appears that prompts
whether you want to configure IPv6.
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12. Select Yes if you want to configure IPv6 -or- Select No,and then press Enter.
13. Enter the gateway IP address and press Enter.
14. Enter the Corporate DNS server address, and then press Enter. -or- Press Enter to skip the step.

15. If you did enter a corporate DNS server address, then select the method that the system must use to
resolve domain names.

16. Select Reboot Now, for the new configuration settings to take effect.
17. After the reboot, log into the VMWare vSphere Web Client and select the created instance again.

If you had not entered the ARID in step 5, then a prompt to enter the ARID is displayed. You may enter
the ARID now or later.
If you had entered the ARID is step 5, then the console login prompt is displayed.

18. Enter the MSL server user name and password. See step 6.
19. Scroll down and select the Manage Trusted Networks option. Click Next.
20. Do one of the following:

— Select the Add IPv4 trusted networks option.
— Select the Add IPv6 trusted networks option.

21. Enter the IP address range you want to add to the trusted networks, and then click Next.

22. Enter the IP address range of the subnet mask you want to add to the trusted networks, and then click
Next.

23. Enter the IP address of the gateway, and then click Finish to complete the console configuration.

Configuring MiVoice Business Application

1. Open a browser window.
2. Enter <IP address of the MSL Server> /server-manager.

The MSL Server Login page is displayed.
3. Enter the user name and the password.

4. Inthe left navigation pane, under Security, click Remote Access. The Change remote access setting
page is displayed. Enter the following:

- In the Network field, enter the IP address range. For example, 10.0.0.0
- In the Subnet mask field, enter the IP address range for the subnet mask. For example, 255.0.0.0

5. Scroll down and click Save.
6. In the left navigation pane, under ServiceLink, click Status.

7. Enter the ARID in the Service Account ID field, and then click Activate. It may take a few minutes
for the software to activate.

8. Test the installation:
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9. Log on to the MiVoice Business for ISS System Administration Tool using the System IP address.
(See Configuring Virtual Machine console, step 11)

a. Navigate to the License and Options (LOS) form.

b. Check that the license information is properly displayed. Ensure that licenses allocated in the
Licence and Options (LOS) form are purchased. The MiVoice Business database restore will
fail if the Allocated Licenses are not set properly.

c. Check that configuration options (especially for non-North American deployments) are correct.
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Maintenance and Troubleshooting

Maintenance and Troubleshooting Overview

This chapter describes the hardware and software maintenance procedures for MiVoice Business for ISS
and MiVoice Business Virtual, and their respective troubleshooting symptoms, causes, and corrective
actions.

NOTE: Hardware maintenance is specific to the servers and associated components on which the software
is installed. Please refer to the manufacturer's documentation for information about hardware mainte-
nance.

MiVoice Business for ISS Software Maintenance

Software maintenance involves upgrading the MiVoice Business for ISS blade, backing up and restoring
the databases, and performing basic maintenance commands.

CAUTION: During the upgrade process, the MiVoice Business application may need to be restarted which
will result in service degradation.

NOTE: In the following procedures, where a release of MiVoice Business is earlier than 7.0, then Mitel
Communications Director displays in the MSL Server Manager panel.

This section contains the following information:

e Upgrade the MiVoice Business for ISS Software

» Back up the MiVoice Business for ISS Database

» Restore the MiVoice Business for ISS Database

» Disaster Recovery

Upgrade the MiVoice Business for ISS Software

Different upgrade paths are available. The following table summarizes which procedure to use for each
upgrade path.

Upgrade path Use this procedure

MCD 6.0 -MCD 6.0 SP1 Upgrade the MiVoice Business for ISS Software
Blade Using the Online Upgrade Ultility

MCD6.0 — MCD 6.0 SP2 and up Upgrade the MiVoice Business for ISS software
using a fresh installation

MCD 6.0 SP1 — MCD 6.0 SP2 and up Upgrade the MiVoice Business for ISS software
using a fresh installation

MivB 7.0 — MiVB 7.0 SP1 Upgrade the MiVoice Business for ISS software
using a fresh installation
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Upgrade path Use this procedure

MivB 7.0 SP1 — MiVB 8.0 and up Upgrade the MiVoice Business for ISS software
using a fresh installation

MiVB 7.1 — MiVB 8.0 and up Upgrade the MiVoice Business for ISS software
using a fresh installation

MiVB 7.2 — MiVB 8.0 and up Upgrade the MiVoice Business for ISS software
using a fresh installation

MCD 6.0 SP3 and up —MiVB 9.0 Upgrade the MiVoice Business for ISS software
using a fresh installation

NOTE: Ensure that there is an Internet connection to allow for AMC access.

Upgrade the MiVoice Business for ISS Software Blade Using the Online Upgrade Utility

This procedure is most useful for a patch or Service Pack upgrade, and takes into account that the MSL
operating system does not need to be upgraded. Backing up and restoring the databases are part of the
online upgrade process.

CAUTION: This upgrade process will cause a service interruption.

1.

OPTIONAL.: If installing the MiVoice Business-ISS software from a CD, then place the CD in the
optical drive.

Log in to the MSL Server Manager using a browser with the user name and password when initially
configuring the MSL server.

Click on Blades, located in the left-side panel under the ServiceLink heading.
Click Update Listto view the new versions available from the AMC in the blade list.

In the MiVoice Business for ISS row of the list of blades, click on the Upgradelink beside the version
being upgraded. The End User License page appears.

Read the End User License Agreement, and at the bottom of the page click Accept all Licenses. A
page showing the upgrade progress appears.

When the installation is complete, click Clear this report.

NOTE: The installation time is dependent on the size of the database being backed up. The system
takes approximately 30 to 90 minutes to back up an average-sized database (50 - 100 MB).

Upgrade the MiVoice Business for ISS software using a fresh installation

The fresh installation process involves the following steps:

Backing up the MSL and MiVoice Business-ISS database

CAUTION: If you are upgrading from MCD 6.0 SP3 or later to MiVoice Business Release 9.0 or later,
ensure that the system database is audited and corrected. For more information, see the MiVoice
Business Migration Guidelines document.

Installing the new version the MSL operating system
Re-installing a new version of the MiVoice Business-ISS software
Restoring the databases
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CAUTION: If you are restoring a database from MCD 6.0 SP3 or later into MiVoice Business Release 9.0
or later, ensure that the database is corrected and compatible with MiVoice Business Release 9.0 or later.
An attempt to restore incompatible database will result in a default database. For more information, see
the MiVoice Business Migration Guidelines document.

Database information such as the System (Call Server) IP, local network settings, date and time settings,
ARID, etc. is retained in the databases during the upgrade process.

You can upgrade a physical servers running MSL 9.3 or later to MSL 10 or later without the need for phys-
ical media or console access using Remote Fresh Install. See the Mitel Standard Linux Installation and
Administration Guide for more information.

CAUTION: This procedure will cause a service interruption.

NOTE: This procedure also backs up all application data through the MSL backup feature. Performing a
separate backup of the MiVoice Business-ISS database (below) may not be necessary, depending on
local administration/maintenance protocols.

1. Backup MSL and the MiVoice Business-ISS databases:
a. Login to the MSL Server Manager using a browser with the user name and password when
initially configuring the MSL server.
b. Click on Backup, located in the left-side panel under the Administration heading.
c. Inthe Select an action drop-down list, choose to back up to either a desktop or network location.
d. Click Perform.

2. Optional: Backup the MiVoice Business-ISS database on an external PC using the MiVoice Business
ESM backup facility (see Back up the MiVoice Business for ISS Database).

3. Obtain a printout or an export copy of the license and options form to determine which configuration
options need to be set after installing the new blade.

4. |Install the new MSL operating system software. See the Mitel Standard Linux Installation and Admin-
istration Guide for details.

NOTE: During installation, make sure to select the following options:
* Erase all disks and perform fresh install
* Yes, when prompted to restore from backup

NOTE: Physical servers running MSL 10.x can upgrade to MSL 11.0 without the need for physical media
or console access, by using the Remote Fresh Install (RFI) blade feature. The RFI blade requires suffi-
cient disk space for a backup. If the system has insufficient disk space, the blade will not be listed on the
Blades panel. See the Mitel Standard Linux Installation and Administration Guide for details.

Once the server has been re-configured, log back into the MSL Server Manager with the user name
and password when configuring the upgraded MSL server.

5. Optional: If installing the MiVoice Business-ISS software from a CD, then place the CD in the optical
drive.

6. Click on Status, located in the left-side panel under the ServiceLink heading.
7. Enter your ARID.

8. Scroll to the bottom of the page and click on Sync. The message “Please wait a moment for the sync
to complete.” It may take a few minutes for the synchronization to complete.

9. Click on Blades, located in the left-side panel under the ServiceLink heading.

10. Click Update Listto view the new version available from the AMC in the blade list.
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11. Click the Install link, located beside the MiVoice Business for ISS blade name to start the installation
process. The End User License page appears.

12. Scroll to the bottom of the page and click Accept all licenses. A page showing the installation progress
appears.

NOTE: The installation process may take up to 5 minutes to complete.
13. Connect to the MSL Server Manger using the PuTTY.

14. At the login as prompt, type the administrator login ID, and press the ENTER key.

15. At the password prompt, type the password, and press the ENTER key. The server console is
displayed.

16. Click 7. Restore from a backup, and then click Next. The system restores the latest backup file
generated from the Server Manager.

17. Click Reboot Now.

The system restores the database and then reboots the server. NOTE: This will restore the MiVoice
Business-ISS databases. If for some reason the database is not restored, use the "Restore the Mi-
Voice Business for ISS Database"procedure. NOTE: You will need to select Use dimensions from
backup file in the restore window.

Refer to the product Release Notes for any additional information.

Back up the MiVoice Business for ISS Database

TIP: It is very important to maintain current datbase backups; backups should be done on a regular basis.

You need the following information and equipment to back up a database:
e |Installer PC

o System IP address

» System Administration Tool username and password

Use the following procedure to back up a database.

NOTE: The sytem takes approximately 10 to 15 minutes to back up an average-sized database (50 - 100
MB)

CAUTION: During a system backup, no other users can access any of the web-based tools (Desktop Tool,
Group Administration Tool, or System Administration Tool), or save changes. To avoid blocking other
users, we recommend that you perform system backups outside of business hours.

1. Access the MiVoice Business System Administration Tool. See Launch the MiVoice Business System
Administration Tool.

2. Click Maintenance and Diagnostics from the drop-down menu in the Selection area on the left.
3. Click Backup.

4. Copy the identitydb.obj file to your PC (required for every user profile on every PC used for backup
and restore). Follow the instructions displayed on the screen.

TIP: Do this only once per PC per user.
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5. Click Browse to launch the Save As dialog box, then navigate to the location on your local drive
where you want to save the backup file (for example, C:\3300_ICP\backup).

6. Type a name for your backup file, and then click Save As.

7. Select the check box for Call History records if you want them included in your backup. Each addition
can increase the backup time noticeably.

8. Click Start Backup. System will display progress and then a backup complete message.
9. Click OK.

10. Verify the presence of the backup file on the local drive.

Restore the MiVoice Business for ISS Database

You need the following information and equipment to restore a database:
e Installer PC

 MSL system IP address

* MSL Server Manager username and password

Use the following procedure to restore a previously saved database.

CAUTION: If you are restoring a database from MCD 6.0 SP3 or later into MiVoice Business Release 9.0
or later, ensure that the database is corrected and compatible with MiVoice Business Release 9.0 or later.
An attempt to restore an incompatible database will result in a default database. For more information,
see the MiVoice Business Migration Guidelines document.

NOTE: The system takes approximately 10 to 15 minutes to restore an average-sized database, during
which time the files are copied to the server. Once the files have been copied, you must reset the server.
Note that the system can take up to an additional 1 hour to reset.

CAUTION: You must restart the MiVoice Business application after restoring a database. Service will be
LOST during this reboot.

1. Connect to the MSL Server Manager using the PuTTY.
2. At the login as prompt, type the administrator login ID, and press the ENTER key.

3. At the password prompt, type the password, and press the ENTER key. The server console is
displayed.

4. Click 7. Restore from a backup, and then click Next. The system restores the latest backup file
generated from the Server Manager.

5. Click Reboot Now. The system restores the database and then reboots the server.

Disaster Recovery

Having a backup and recovery plan in place will contribute to mitigating any potential major outages. Such
outages can include:

» Computer migration
» Hard disk replacement
» Hard disk re-formatting (e.g. clean installation of MSL)
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To prepare for any potential disaster, implement a backup plan where a scheduled MSL backup contains
the MiVoice Business-ISS backup. See To schedule an MSL backup.

MSL has a backup facility that will perform regular backups of the MSL databases and any completed
MiVoice Business-ISS backups. MSL backups will include the most recent previously created MiVoice
Business-ISS backup. As an added precaution, backup the MiVoice Business database separately using
the MiVoice Business System Administration Tool. See Back up the MiVoice Business for ISS Database.

To recover from a disaster

1. Locate the MSL and the MiVoice Business database backups.

2. Install the new MSL operating system software. See the Mitel Standard Linux Installation and Admin-
istration Guide for details.

3. Restore the MSL and the MiVoice Business database. See Restore the MiVoice Business for ISS
Database.

4. Install the MiVoice Business-ISS software blade. See Install the Mi\oice Business for ISS Software .
5. De-activate the ServicelLink account:

a. In the MSL Server Manager, click on Status located in the left-side panel under ServiceLink.

b. In the right-side panel, click the link in If you wish to deactivate your ServiceLink account,
please click here.

c. Click Deactivate on the next page that displays.
6. Log in to the AMC and clear the hardware ID.
7. Activate the ServiceLink account:

a. In the MSL Server Manager, click on Status located in the left-side panel under ServiceLink.
b. Complete the fields as appropriate and click Activate.

8. The recovery will automatically proceed until completion.

To schedule an MSL backup

1. Log in to the MSL Server Manager using a browser with the user name and password when initially
configuring the MSL server.

Under Administration, click Backup.
From the Select an action list, click Configure network backup.
Click Perform.

o & 0N

Configure the server where the backup file will be stored:

a. Enter the IP address of the file server where the backup will be stored.

b. Enter the Sharename of the shared folder where the backup file will be stored. (For example,
"Backups".) The shared folder must have permissions set to "Full Control".

c. Enterthe (Optional) Sub Directory where the backup will be stored. If you leave this field blank,
the file will be stored at the root of the shared folder. Spaces and multi-level directory names are
permitted; for example, “MSL backup” and “MSL backup/2011/October” are valid sub directory
names. Dashes (-) are not permitted.

d. Enter the Username to use when connecting to the backup server.
e. Enter the Domain or Workgroup name of the server. (For example, mitel.com.)
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f. Enter the Password to use when connecting to the backup server. Available storage space is
displayed.

g. Selectthe Maximum number of backup files to keep (1-999) on the server (default is 5). When
the number of stored files reaches this maximum count, the oldest version is deleted.

6. Select the frequency with which you want to perform backups (Daily, Weekly, Monthly, Never).
Backup file names will include timestamps in the format: mslserver_ <host-
name>_yyyy-mm-dd_hh-mm.tgz):

a. To disable regularly scheduled backups, click Disabled.

For Daily backups, select a time of day (hour, minute, AM/PM)

For Weekly backups, select a time of day, and day of the week

For Monthly backups, select a time of day, and day of the month

For immediate backup file creation, proceed to the next step.

oo o

7. To test your backup configuration, or to run an immediate backup, click Backup Now
8. Click Save to save the schedule information.

If the scheduled backup fails, an alarm is raised and can be seen in the Event Viewer panel. Refer to the
Mitel Standard Linux Installation and Administration Guide for details.

For MiVoice Business-ISS releases prior to Release 6.0, separately restore the MSL backup and the
MiVoice Business-ISS backup. Refer to the Mitel Standard Linux Installation and Administration Guide for
details about restoring the MSL backup; follow the procedures in Upgrade the MiVoice Business for ISS
software using a fresh installation, beginning at Step 3.

MiVoice Business Virtual Software Maintenance

Software maintenance involves upgrading the MiVoice Business application software. There are two

ways to upgrade the MiVoice Business software:

» re-deploy MiVoice Business Virtual (applicable when upgrading from MCD 6.0 SP3 or later to MiVoice
Business Release 9.0 or later)

» upgrade the MiVoice Business for ISS blade from the AMC (either automatically using the online
Upgrade capability within the Server Manager, or manually)

NOTE: It is not necessary to back up and restore the MSL and MiVoice Business databases when using
the automatic online upgrade utility in Server Manager. The online upgrade utility automatically backs up
and restores the databases.

CAUTION: During the upgrade process, the MiVoice Business Virtual may need to be restarted which will
result in service degradation.

NOTE: In the following procedures, where a release of MiVoice Business is less than 7.0, Mitel Communi-
cations Director is displayed in the MSL Server Manager panel.

Re-Deploy MiVoice Business Virtual

The MiVoice Business Virtual re-deployment upgrade process consists of backing up and restoring the
MSL and MiVoice Business databases, removing the MiVoice Business Virtual, and re-deploying MiVoice
Business Virtual.
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If you are re-deploying MiVoice Business Virtual, backup the MSL and MiVoice Business databases prior
to the upgrade and restore them after the upgrade.

Note the following guidelines:

» For a new Software Release (a major release where the first digit of the version number changes
between old and new software loads) you must re-deploy MiVoice Business Virtual, unless specified
otherwise in the Software Release Notes. A new MiVoice Business Virtual typically contains a new
MSL server version.

» For a Software Update (SP) release or patch (a minor release), you can upgrade the MiVoice Business
for ISS software blade from the AMC, unless specified otherwise in the Software Release Notes.

There may be releases where an element in the OVA packaging itself is modified and an OVA upgrade
is required. In such cases, this requirement will be highlighted in the Release Notes. For more information,
see the Virtual Appliance Deployment Solutions Guide.

CAUTION: If you are upgrading from MCD 6.0 SP3 or later to MiVoice Business Release 9.0 or later, ensure
that the system database is audited and corrected. For more information, see the MiVoice Business
Migration Guidelines document.

CAUTION: Do notinstall or upgrade MiVoice Business Virtual from any CD ROM drive that may be attached
to the virtual machine. The CD ROM interface is not present in the vSphere Client and should not be
added since it may impact the overall performance of the system.

CAUTION: Information entered during the MSL configuration such as the System (Call Server) IP, local
network settings, date and time settings, ARID, etc. will be lost during the upgrade process.

CAUTION: This upgrade process will cause a service interruption.

To re-deploy MiVoice Business Virtual

1. Login into the Server Manager with the user name 'admin’ and the password you gave when config-
uring the MSL server. The Server Manager is accessed by entering the following URL: http://<
www.hostname > OR < IP address of the MSL Server >/server-manager

NOTE: Take note of the System (Call Server) IP address, local network settings, date and time
settings, and Application Record ID (ARID) as this information will be lost during the upgrade
process.

2. Back up the database. You can also back up the Call Server database on an external PC using the
MiVoice Business ESM backup facility (see Back up the MiVoice Business for ISS Database ).

TIP: Itis very important to maintain current database backups; backups should be done on a regular
basis.
3. Obtain a printout of the License and Options (LOS) form to determine which configuration options
and allocated licenses need to be set after installing the new blade. It is also recommended to export
the System Capacity form which contains the allocated licenses.

4. From the MSL Server Manager, click Backup located in the left-side navigation panel under the
Administration heading.

5. Select Backup to desktop from the Select an action drop-down list.
6. Click Perform. MSL prepares the system for backup.

7. The Backup to desktop screen displays with the estimated backup size. Ensure that your browser and
target file system support downloads of this size, and then click Begin Download.

8. When prompted to Open or Save, click Save.
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In the file download window that appears, name the file (SMEServer.tgz) and then select the location
on the desktop where the file will be saved and then click Save. A confirmation message displays.
After saving, you can copy the backup file to a network share on your PC. A network share will need
to be set-up to allow a MSL restore when re-deploying the new OVA.

Launch the vSphere Web Client and login.
Right click on the MiVoice Business Virtual and select Power Shut Down Guest.

With the old MiVoice Business Virtual powered-down, re-deploy a new version of MiVoice Business
Virtual with a different name if the appropriate disk resources are available. This is to ensure that you
can revert to the previous version. Once the new version has been verified, you can delete the
previous version using the Delete from Disk by right clicking on the VM.

Configure MSL as follows, by opening the virtual machine MSL Server Console from within the
vSphere client, and selecting the Console tab in the main display window:

a. In the MSL Server Console window that appears place and click the cursor in the console
window to continue. If at any time you want to have the cursor available for other desktop activ-
ities, press the CTRL + ALT.

b. From the console, select the option to Restore from backup.

c. After the reboot is complete, click Yes to continue, and then select Restore from network
share. You will be prompted for the following:

* to select a network interface to use for the restore (LAN or WAN)

 the address and netmask of the local MSL server

 the address, gateway and Microsoft domain name of the backup server
» the network share containing the backup file (from Step 9 above)

» the username and password required to log in to the backup server.

d. After responding to all prompts, click Next to restore the backup data. A progress bar displays
while the restore is in progress. When it completes, MSL re-boots the server to activate the
restored configuration.

e. When the reboot is complete, log back in to the server console and perform a synchro-nization
with the AMC if necessary.

14. Ensure that licenses allocated in the Licence and Options (LOS) form are purchased. The MiVoice

Business database restore will fail if the Allocated Licenses are not set properly. If MiVoice Business
Virtual was previously sharing licenses with a DLM, manually enter the allocated licenses previously
captured in step 3 above.

NOTE: You must select Use dimensions from backup file in the restore window.

Refer to the product Release Notes for any additional information.

Upgrade the MiVoice Business Software

You can upgrade the MiVoice Business software using the online or offline upgrade capability.

NOTE: In aresilient setup, with DLM installed on the primary server, first upgrade the primary server and
then the secondary server.
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Online Upgrades

You can upgrade the MiVoice Business software using the online upgrade capability within the Sever
Manager, or by performing a manual upgrade.

Follow the instructions in Upgrade the MiVoice Business for ISS Software to upgrade the MiVoice Busi-
ness software blade using the online upgrade utility.
NOTE: Ensure that there is an Internet connection for AMC access.

Offline Upgrades

You can perform an offline MiVoice Business Virtual software upgrade using the following procedure:

1. Backup the MSL configuration database. See the Mitel Standard Linux Installation and Administration
Guide for details. The MSL database must be stored on a network share which is accessible from the
network where MiVoice Business Virtual is being installed.

2. Backup the MiVoice Business (Call Server) database on an external PC using the MiVoice Business
ESM backup facility (see Back up the MiVoice Business for ISS Database).

TIP: It is very important to maintain current database backups; perform backups on a regular basis.

3. Obtain a printout of the Licence and Options (LOS) form to determine which configuration options
and allocated licenses need to be set after installing the new blade. It is also recommended to export
the System Capacity form which contains the allocated licenses.

4. Deploy the MiVoice Business Virtual (see /nstall the MiVoice Business Virtual Software).

5. During the deployment, in the MSL Console, answer Yes when prompted to restore the MSL database
from backup. You will be prompted to specify the domain name, IP address, network share, user-
name/password of the PC where the MSL backup was stored in step 1.

6. Ensure that licenses allocated in the License and Options (LOS) form are purchased. The MiVoice
Business database restore will fail if the Allocated Licenses are not set properly. If MiVoice Business
Virtual was previously sharing licenses with a DLM, manually enter the allocated licenses previously
captured in step 3 above.

7. Restore the MiVoice Business Call Server database restore from the external PC using the MiVoice
Business ESM restore facility (see Restore the MiVoice Business for ISS Database.

Backup and Restore the Call Server Database

Back up a Call Server Database

TIP: Itis very important to maintain current database backups; backups should be done on a regular basis.

You need the following information and equipment to backup a database:
e Installer PC

+ System IP address

» System Administration Tool username and password

Use the following procedure to back up a database.

NOTE: The system takes approximately 30 to 90 minutes to back up an average-sized database (50 - 100
MB).
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CAUTION: During a system backup, no other users can access any of the web- based tools (5140/5240 IP
Appliance Online Services, Desktop Tool, Group Administration Tool, or System Administration Tool), or
save changes. To avoid blocking other users, we recommended that you perform system backups outside
of business hours.

1. Access the MiVoice Business System Administration Tool (see Launch the MiVoice Business Admin-
istration Tool.

2. Click Maintenance and Diagnosticsfrom the drop-down menu in the Selectionarea on the left.
3. Click Backup/Restore, then Backup.

4. Copy the identitydb.obj file to your PC (required for every user profile on every PC used for backup
and restore). Follow the instructions displayed on the screen.

TIP: Do this only once per PC per user.

5. Click Browse to launch the Save As dialog box, then navigate to the location on your local drive
where you want to save the backup file (for example C:\3300_ICP\backup).

6. Type a name for your backup file, and then click Save As.

7. Select the check box for Call History records if you want them included in your backup. Each addition
can increase the backup time noticeably.

8. Click Start Backup. System will display progress and then a backup complete message.
9. Click OK.

10. Verify the presence of the backup file on the local drive.

Restore a Call Server Database

You need the following information and equipment to restore a database:
e Installer PC

« System IP address

» System Administration Tool username and password

Use the following procedure to restore a previously saved database.

CAUTION: If you are restoring a database from MCD 6.0 SP3 or later into MiVoice Business Release 9.0
or later, ensure that the database is corrected and compatible with MiVoice Business Release 9.0 or later.
An attempt to restore an incompatible database will result in a default database. For more information,
see the MiVoice Business Migration Guidelines document.

NOTE: If you are restoring a database from MCD 6.0 SP3 or later into MiVoice Business Release 9.0 or
later, ensure that the database is corrected and compatible with MiVoice Business Release 9.0 or later.
An attempt to restore an incompatible database will result in a default database. For more information,
see the MiVoice Business Migration Guidelines document.

CAUTION: You must reboot the server after restoring a database. Service will be LOST during this reboot.

1. Access the MiVoice Business System Administration Tool (see Launch the MiVoice Business System
Administration Tool).

2. Click Maintenance and Diagnostics from the drop-down menu in the Selection area on the left.

3. Ensure that licenses allocated in the Licence and Options (LOS) form are purchased. The MiVoice
Business database restore will fail if the Allocated Licenses are not set properly.
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4. Click Backup/Restore, then Restore.

5. Copy the identitydb.obj file to your PC (required for every user profile on every PC used for backup
and restore). Follow the instructions displayed on the screen.

TIP: If you are doing the restore on the same PC the backup was saved to and you are logged in as the
same user (same user profile), you don’t need to copy the identitydb.obj again.

6. Type the location of the database that is being restored, or use the browse facility.
7. Click Yes if you want to include Hotel/Motel wake-up information in your restore.
8. Choose the Dimension Selections:

— if there are no changes to the software dimensions, accept Use Dimension Selections from
backup file OR

- click Use Current Dimension Selections if you are restoring the database after programming new
Dimension Selection information.

9. Click Start Restore.

10. Click OK. The system shows an In Progress message.
11. When the status window shows Complete, click OK.
12. Reset the system:

a. Log into the MiVoice Business System Administration Tool (see “Launch the MiVoice Business
System Administration Tool” on page 18).

b. In the Maintenance Commands form enter Resetin the Command field.
* When the reset is complete, the database is converted, and the system automatically resets.
« If you have programmed Dimension Selection, the system reboots automatically one more time.

TIP: While the System Administration Tool is restoring the database, no other users can access any of the
web-based tools. We recommend performing restores outside of business hours.

Restore from Another Running Server

Restore from running server is now supported for migration and upgrade of MiVoice Business virtual
systems when the database meets the database audit requirements (VMware hypervisor only).

NOTE:

1. This procedure enables users to easily replace an existing virtual machine with a new one. If any prob-
lems arise, the original implementation can be restored with minimal downtime.

2. This procedure is not supported for systems with flex dimensions.

Conditions

If the two servers are on:

» connected networks (that have the same IP address range and there is no router between them), both
servers must have the same subnet mask applied.

« different networks:
- the system requests for a gateway (router) IP address to use for access.
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— when the restore is complete, the new server must be reconfigured its network.

WARNING: Booting up the original server after the restore procedure results in IP address conflicts.

About IP Addressing

The IP address of the new server must be distinct from the running server duration the migration. If the
two servers are on a connected network, the new server requires a temporary IP address from the same
network range. When the migration is complete, the new server reboots with the IP address of the old
(running) server and is usable immediately.

il g
Network 1
3
Old Server b
y 192.168.16 \
{ : |
[' |
| I;i
\ New Server New Server /
192.168.1.7 192.168.1.6 :
“Restore /

If the two servers is on a different network, the new server requires a permanent IP address in the range
of that network. The system prompts for a gateway IP address that it can use to access the old (running)
server. When migration is complete, the new server reboots with the IP address of the old server, which
will not be reachable on the new server’s network. You must select the console option to “Reconfigure
this server” and enter the correct IP address (that was used for the migration).

Old Server |
192.168.1.6 /

Network 2 N

{ ~Restore 9 \

!i.‘ New Server New Server |

A 192.168.2.7 192.168.1.6 /
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To restore from a running server

A 0 b=

© N o o

9.

Deploy a new OVA. See Installing the MiVoice Business Virtual Software.
At the Restore from a backup? prompt, select Yes.

When prompted, select Restore from another running server.

If your system has more than one network adapter, select the adapter to use for the restore procedure.
(usually the LAN adapter.)

Enter the local IP address of the new server.
Enter the appropriate subnet mask for this server.
Enter the IP address of the existing server.

If the two servers are on different IP networks, the system prompt sfor the gateway IP address to use
to access the existing server (This prompt does not appear if both servers are on the same, connected
network).

When prompted, enter the admin password for the existing server.

10. The system does the following:

— Configuration and application data is backed up from the existing server

— Configuration and application data is restored to the new server.

— The existing server is shut down.

34



BACKUP AND RESTORE THE MIVOICE BUSINESS VIRTUAL
CHAPTER 4 MAINTENANCE AND TROUBLESHOOTING

11. On the new server, the restore is confirmed. Press Enter to reboot and activate your restored config-
uration settings.

12. If the two servers are on different networks, reconfigure the new server’s network settings to reflect
its network information, rather than the inherited data from the running server.

Backup and restore the MiVoice Business Virtual

MiVoice Business Virtual can be backed up as an OVA file and restored at a later stage.

This process might be useful for the following tasks:

« Adealer could use this process to deploy MiVoice Business Virtual, commission the data-base, export
as an OVA file, and re-deploy at a customer site.

» The backup can be used for disaster discovery.
* Moving MiVoice Business Virtual to a different server.

To backup MiVoice Business Virtual into an OVA file

Launch the vSphere Web Client and login.
Right click on the MiVoice Business Virtual and select Power — Shut Down Guest .

Click on the MiVoice Business Virtual and select File — Export — Export OVF Template....
Choose a name and directory on the local PC where to store the OVA file.

Select Optimized for Physical Media (OVA).

Select OK to proceed with the backup.

© a0 ~ w0 b=

To restore MiVoice Business Virtual from an OVA file

1. Launch the vSphere Web Client and login.
2. Follow the steps in Install the MiVoice Business Virtual Software.

NOTE: Step 3-5, 13 are only required if you intend to change IP configuration for MiVoice Business Virtual

3. Right-click on the newly created MiVoice Business Virtual and select Open Console to access the
MSL Server console.

4. Login with the username admin and the administrator password.

5. From the menu presented select Configure this server to update the MSL IP address, Gateway IP,
DNS Server, etc. Activating the new MSL IP configuration will cause the MSL server to reboot.

6. Open a browser window and enter the IP address of the MSL Server.
7. Login into the Server Manager with the username admin and the administrator password.

8. Click MiVoice Businesslocated in the left-side panel under the Applications heading and update the
System IP address for MiVoice Business if required.
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Upgrading MiVoice Business to a Virtual Environment

The following information is pertinent forMiVoice Business systems that are currently deployed in a phys-
ical environment and will be migrated to a virtual environment. As an example these include the following
types of installation:

» 3300 ICP (user controller or SIP gateway) running MCD 4.0 software or above
* MiVoice Business on ISS
» asingleMiVoice Business instance onMiVoice Business Multi-instance

These are considered physicalMiVoice Business deployments rather than virtualMiVoice Business
deployments. A 3300 ICP with PSTN (analog or digital) gateway functions cannot be converted to a
MiVoice Business Virtual deployment, as the PSTN connections require physical interfaces and connec-
tions. A virtualMiVoice Business installation cannot provide these physical links.

For existing deployedMiVoice Business systems, software license upgrades can be performed using one
of the following methods:

1. A new VirtualMiVoice Business can be purchased and the user/options licenses transferred.

2. An upgrade part number can be applied to the existing MiVoice Business application record in the
AMC.

Both approaches protect the customer's investment in existing user/options licenses as well as provide
the ability to transfer the system data across to the VirtualMiVoice Business.

When purchasing a new VirtualMiVoice Business software package, Mitel offers the ability to transfer the
software licenses from an existingMiVoice Business orMiVoice Business-ISS deployment to VirtualMi-

Voice Business. This must be done by the authorized PARTNER. However, note that MCD 4.0 or earlier
systems cannot transfer user licenses and system options to a Virtual MCD 4.2. These customers must
first buy Virtual MCD 4.0, transfer the user/options licenses across and then upgrade to Virtual MCD 4.2.

This approach is useful if the existing 3300 ICPs deployed in the customer's network are being
re-deployed as service provider trunking gateways in the event that traditional TDM interconnect to the
PSTN is required or as resilient failover controllers.

The second approach for deploying VirtualMiVoice Business is by applying the newly created upgrade
part number (see section below on Product Part Numbers and Pricing) to a customer's existingMiVoice
Business server Application Record in the AMC. This converts the licensing for the deployed system from
a native server implementation to a virtual appliance implementation. The upgrade part number can be
applied to existing MCD 4.2 Enterprise PBX, Enterprise ISS, and Enterprise Gateway systems.
Customer-deployed MCD systems at Release 4.0 or earlier can also take advantage of this upgrade part
number if they have IP networking enabled. Note that deployed MCD 4.2 Standalone PBX systems must
first upgrade to Enterprise PBX.

The new upgrade part number can only be used when converting an existing MCD system to Virtual MCD
4.2.1t cannot be applied for upgrades to Virtual MCD 4.0.

You can transfer the user configuration data from an existingMiVoice Business to the VirtualMiVoice Busi-
ness through a backup/restore. In this case, any analog lines, digital trunking and EMEM (Embedded
Mitel Express Manager) configuration must be removed prior to backing up the database.

Once the VirtualMiVoice Business appliance is installed, theMiVoice Business software within the virtual
appliance can be upgraded by software download from the AMC using standard processes.
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Troubleshooting

MiVoice Business for ISS Installation and Upgrade

Table 4.1: Installation and Upgrade Troubleshooting

Symptom

Possible Cause

Corrective Action

MiVoice Business for ISS
licensing failed on Mitel
Standard Linux platform.

Incorrect ARID provisioned for
the server.

Clear the hardware ID
associated with the ARID on the
AMC.

De-activate and re-activate
your ServiceLink account in

Manager.

the Status section of the Server

MiVoice Business Virtual Installation and Upgrade

Table 4.2: Installation and Upgrade Troubleshooting (Sheet 1 of 2)

Symptom

Possible Cause

Corrective Action

MSL network
interface fails to start
while booting MSL.

Different MAC address for
the network interface.
Attempting to deploy an OVA
file for a MiVoice Business
Virtual Appliance that was
already pre-configured with
an |IP address.

Follow Steps 3 to 5 in To restore
MiVoice Business Virtual from an
OVA file.

MSL network
interface fails to start
while booting MSL.

Wrong Ethernet adapter type
being used following an
import of a MiVoice Business
OVA file.

Right click on the MiVoice
Business Virtual Machine and
select Edit Settings. In the
Hardware tab, select Network
adapter 1. If the Adapter Type is
not set to VMXNET 3, the MSL
network interface will not start.

To mitigate the problem, shutdown
the MiVoice Business Virtual
Machine. Once the virtual machine
is powered off, follow IMPORTANT
NOTE in To restore MiVoice
Business Virtual from an OVA file.
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Table 4.2: Installation and Upgrade Troubleshooting (Continued) (Sheet 2 of 2)

Symptom

Possible Cause

Corrective Action

MSL network
interface starts but
cannot ping the MSL
server IP.

Missing local network

Refer to the MSL Installation and
Administration Guide.

MiVoice Business for
ISS licensing failed.

Incorrect ARID provisioned
for the server.

Clear the hardware ID associated
with the ARID on the AMC.

De-activate and re-activate your
ServiceLink account in the Status
section of the Server Manager.

A pop-up message
indicating that the
"Appropriate feature
has not been
purchased" appears
after the database
restore.

Completed the database
restore without first

performing a System Reset.

Ensure that a system Reset is
performed during a database
restore. See Restore the MiVoice
Business for ISS Database.
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